
Ways to Hack the 
Badge

...and a few other goodies
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Surprise!

• Some teams interested in the RFID badge

• Fewer still with the reader itself

• One asked how they could SECURE the system...

• Fail open

• Cloning prevention

• Auditing access

• Re-writing tags non sequentially

• Removing tags from the system* 

• Removing administrative rights

• Often the case in industry, they forget about the importance of physical security

• While I was telling you about the badge, Red Team had cloned their first 
badge....
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Cloning

• Read and reprogram

• Obtain badge IDs from an insider

• Social engineering
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Cloning

• I told you I had a bunch of bits, an intergalactic 
rocket ship and various lengths of wire...
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Hardware hack
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Serial Output

• Exposed serial output from RFID reader

• Obtain RFID tag #’s from serial LCD
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Replace Code
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Upload

• Take apart to determine pins 
in use

• Rewrite new implementation

- Need to obtain all tag #s, 
or forced reload

- Go green regardless of tag!

• Upload some code via 
exposed USB port
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Social Engineering
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Unlikely

• Possible, but I’d have to 
play real dumb

• This would make almost 
all of the attacks 
possible...

• So, try something else
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Social Media
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Welcome to the Social

• This one is a killer!

• Before we even showed up you could have found:

- Pictures of the badge

- Two suspected RFID tag types

- Reader and writer hardware and software

- Badge reader components

- Almost working code

• All via Twitter, Facebook and Delicious and YouTube

- Did not leak badge Unique IDs, but 

- An insider could have been leveraged (determined via twitter)

- podcast/video often discusses RFID

- Or, some recon on the PaulDotCom

• It is important to do some due diligence on your vendor because attackers will too.
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Proof
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Proof
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Proof
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Some more secrets

• Yes, all of the badge numbers were sequential.  

- You had the right to know who has access 
to your system!

- This would have given you all of the 
sequential IDs and that of the admin for the 
system... 

• How often do you think that vendors use the 
same authentication (user/password, etc) 
across multiple customers?

• How often do you think that vendors make the 
same mistakes across multiple clients?

- Yes, red team badges were sequential too

- There was some separation between both, 
but brute force was possible in a few 
minutes....
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Some more secrets

• Speaking of doing stupid things, this 
vendor did something stupid too...

- That red team hack?  Yeah, it is 
mostly my fault and probably 
something you all learned too.

- I’ll let Paul talk about this during his 
debrief! 

• You’ll also note that the vendor did 
not disclose the exposure...

- Did the vendor break the law?

- What do you think might happen if 
the truth came out?
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Some more secrets

• It is bad to piss off your vendor(s)

- Bad mouthing your vendors is 
never a good idea, especially 
when it gets back to them

- Depending on where you say it 
or who you say it to can bet you 
sued.  That’s called defamation 
(if it isn’t true).

- In this case, the vendor elected 
not to renew the support contract
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Some more secrets

• It is also extremely bad to piss 
off the hackers...

- They do bad things to you..

- I know, they have been 
already

- But it could be worse, such as 
mass infiltration

- Rickrolling

- Or sending in this guy...
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Some more secrets
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So Long and Thanks For All 
of the Fish! 

• I hope you enjoyed the fun!

• Hopefully we gave you 
somethings to think about in 
the “real world”

• Got suggestions for 
improvements or additions?  
Questions? I’d love to hear 
them!

larry@pauldotcom.com
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